
Development of an effi  cient steganalysis frame-
work for uncovering hidden data in digital media.

  Hidden commnunication between criminals/terrorists

  Cyber espionage, information leakage

  Malware (hiding code, CC-server addresses)

  Hiding criminal activities (e.g. child pornography)

Use of commercially available tools

  Slow, no indication of confi dence, limited detection

  State-of-the-art?

ILLICIT USES OF STEGANOGRAPHY

STATUS IN LAW ENFORCEMENT

OBJECTIVES OF UNCOVER
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WHAT IS STEGANOGRAPHY?

C�yptog�aphy Stega�og�aphy

„CRYPTOS“ = hidden
  hidden message/writing

Hides message MEANING

Both words stem from Greek 
“grafi en” (graphy) = writing

„STEGANOS“ = covered
  concealed message/writing

Hides message PRESENCE

HOW DOES IT WORK?
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